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(g) Error detection and correction system for long burst errors. 



(g) The invention is an en-or detection and correction system which encodes data twice, once for error detection 
"by using a cyclic redundancy Check (CRO) code with a generator polynomial, g (x) [In octal form]: 
g(x) - 241 36070365B51 72433223 

and a second time for error correction by using a Reed-Soiomon error correction code. The system then uses 
the ORG code to check the data tor errors. If errors are found the system uses the error location Information 
supplied by the CRC code and the Reed-Solomon code to correct the errors. 
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ERROR DETECTION AND CORRECTION SYSTEM FOR LONG BURST ERRORS 

This invention relates to error detection and correction of stored computer data in general and more 
particularly to the correction of long burst errors, 

The Importance of error correction coding of data in dlQltal computer systems has increased greatly as 
the density ot the data recorded on mass storage media, more particularly magnetic tape, has Increased. 
5 with higher recording densities, a liny imperfection in the tape can corrupt a large amount of data. In order 
to avoid losing that data, error correction codes ("ECC's'*) are employed, as the name Implies, to correct 
the erroneous data. 

Before a string of data symbols is recorded on a tape, it is mathematically encoded to form redundancy 
symbols. The redundancy symbols are then appended to the data string to form code words - data symbols 

10 plus redundancy symbols. The code words are stored on the tape. When the stored data is to be accessed 
from the tape, the code words containing the data symbols are retrieved from the tape and mathematically 
decoded. During decoding any errors in the data are detected and. if possible, corrected through 
manipulation of the redundancy symbofs [For a detailed description of decoding see Peterson and Weldon. 
Error-Correcting Codes, 2d Edition. MIT Press, 1972]. Stored digital data can contain multiple Independent 

76 errors. One of the most effective types of error conrection codes used for the correction of these multiple 
errors is a Reed-Solomon code [For a detailed description of Reed-Solomon codes, see Peterson and 
Weldon, Error-Correcting Codes], To correct multiple errors In strings of data symbols, Reed-Solomon 
codes efficiently and effectively utilize the various mathematical properties of sets of symbols known as 
Galois Fields, represented "6F(P**)". where "P" is a prime number and "q" can be thought of as the 

20 number of digits, base P, in each element or symbol in the field. "P'* usually has the value 2 in digital 
computer applications and, therefore, "q" Is the number of bits in each symbol. 

Data Is typically stored on a tape in a long sequence of symbols. Errors in data stored on a tape often 
occur in long bursts, that is, many erroneous symbols In a row. Techniques designed for deteetirtg artdW 
correcting single or multiple independent errors, which do not ordinarily occur In bursts, are not well suited 

25 for the detection or correction of these long burst errors. Thus special error detection and/or con-ection 
techniques are typically employed to handle these long burst errors. 

Techniques for the detection of long burst errors currently In use detect single or double bursts with 
each burst containing up to a predetermined maximum number of erroneous symbols. A code which 
detects bursts containing a larger number of erroneous symbols is considered more powerful than a code 

30 which detects bursts containing fewer erroneous symbols. For example, a well known Fire cod© detects 
double bursts of up to 22 Bits each In 2 kilobytes of data and a well known, more powerful Burton code 
detects double bursts of up to 26 bits In 2 kilobytes of data. As the density of the data stored on tapes 
increases, the number of data symbols involved in the long burst errors increases, also. Such long burst 
en-ors may occur soon in data stored on disks due to increases in the density of the stored data. Thus a 

3B mechanism Is desirable for detecting longer error bursts. 

Once a long burst error Is detected the erroneous symbols involved are corrected, If possible. The 
faster the errors can be corrected, the faster the data can be made available to a user. Thus the effective 
data transfer rate increases as the speed of error correction increases. Accordingly, a mechanism is 
desirable for quickly correcting the detected long burst errors. 

40 The invention in its broad form resides In a system for encoding data and r^CPi'dlng It on a magnetic 
• tape while detecting and correcting errors, Including: 

A. a first encoder for encoding a stream of d data symbols to generate error detection redundancy 
symbols, said encoder using a cyclic redundancy code having as a generator polynomial g(x) (In octal 
form): 

4S g(x) (3ri3r(100003r(l02043r(1100l3r(lS60513r 
or 

g(x) « 24136070385B5172433223 

Where the vector components are the binary coefflclenta of the terms of the polynomial representing 
from left-to-right the coefficients of the highest-to-loweet degree terms, said generated redundancy 
60 symbols being appended to the data symbols to form a series of CRC code words: 

B. a second encoder for encoding using an error correction code a predetenrilned number, h. of data 
symbols from h CRC code words to generate error correction redundancy symbols, the h data symbols 
and the associated error correction redundancy symbols forming error correction code words; and 

C. recording means for recording on the tape the h CRC code words and the associated error correction 
redundancy symbols. 

2. 
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AS described herein, an error correcting system encodes data which is to be recorded on a magnetic 
tape twice, once horizontally for error detection and once vertically lor error correction. First the system 
encodes a stream of d multi-bit data symbols to form c redundancy symbols usmg a powerful cyclic 
redundancy check (CRC) code. The CRC code is characterized by the following generator polynomiel sW: 
s [In octal vector fomn) 

g(x) = 2413607036565172433223 ..^^,u« 
where the vector components are the binary coefficients of the terms of the polynom si representing from 
left-to-rioht the coeHlclents of the highest-to-lowest degree terms of the polynomial. The CRC code is 
cep^le Of detecting a single long burst error containing up to 64 bits and double long burst errors 

,0 "^^^ , ,3ta symbols and the c CRC redundancy symbols to 

form a CRC code word. The encoder then forms a group of ORG code words such that each of the 
corresponding symbols In the CRC code words In a group are vertically aligned. The aligned symbols form 
a series of one-symbol wide columns. ,. , »••.,/, 

15 The system further enrcodes. using a Reed-Sclomon error correction code, each column containing 
data symbols, it does not encode the columns containing the CRC redundancy symbols. The encoding 
generates, for each column, a predetermined number, n. of ECC redundancy symbols. The encoder then 
Kes these ECC redundancy symbols in the group such that the ECC redundancy f'^'^^^^^'f^;^^ 
with the data symbols to which they correspond. Thus the encoder forms a senes of columns each of which 
20 has b symbols, b-n data symbols and n ECC redundancy symbols. 

The ECC redundancy symbols corresponding to the data symbols in a group are themselves encoded 
using the CRC code. The various ECC redundancy symbols and the corresponding ^5^^^^^""°!,"°^^ 
symbols form n ECC code words. Thus the n'" ECC code word contains (.) the n'" ECC symbo 
corresponding to each column of data symbols, and (ii) the related c CRC symbols. ^^j^^^J'^^^ 
code words «,ntains b-n data code words and n ECC code words. The vanous «de words 
the tape as a group, i.e.. in multiple tracKs, or bit-serially, i.e.. In a single track. Accordingly, the group may 
require re-assembly when the data Is retrieved. „^ ^ar-h nmiin 

When data is retrieved from the tape it is first assembled in groups, if necessary, and then each group 
is decoded, code word- by code word, using for each code word the CRC redundancy bits contained 
herein. Th; CRC code detects with certainty a single error of 64 bits or less ^'^''o'^"='«^^'''f 
errors, each of which may be up to 28 bits long. The code also detects up to f^^'^^J^^^^l'^^J^^^^ 
CRC code word. If errors are detected in the data CRC code words the system uses the Reed-Sotornon 
code ECC redundancy symbols and one of several decoding algorithms to correct them column by column 
Error correction is In most cases simplified because the CRC decoding points to the vertical locations of the 

*^™The particular Reed-Solomon code used to encode the data encodes it such that single errors with 
known locations can be quickly and easily corrected. If the CRC code detects errors in only «^«'« 
code word t. there Is at most one erroneous data symbol per column, i.e.. the symbol in column ^oc^n t 
To calculate the error value associated with the symbol in location 1 1.; a ^"1"^"^ '^^'^^^JL'l^^Z^^ 
together (XOR's) the symbols in the column. The sum is the error value, and thus, the sys em correct the 
8r?or by adding together the symbol and the associated error value. If the symbol in location t is not 
erroneous the calculated error value is ZERO. 

When the CRC decoding Indicates errors in a particular code word, the ayatem treats as erroneous 
every data symbol in that code word. Thus the system calculates an error value for each colurnn^ 

K the CRC decoding indicates that multiple CRC code words contain errors and one or more of the 
CRC code words is 8 drta code word, the system first determines which of the columne contain errors. The 
system then engages in error correction for these particular columns. ^ «u„ ^h,r^^ wata 

TO determine whether a particular column contains any errors, the system encodes the «> umn date 
symbols using the Reed-Solomon code and thus generates new ECC -'^""'^ffy 
(ioR's) these symbote to the corresponding ECC redundancy symbols r trloved from the 

emalnder symbols REMo. REM, REM„. If the remainder symbols are all Zf the two sete of ECC 

symbols are the same, and thus, the data symbols In the -column are error-free. If One ^ JJ^^® 
remainder symbols are non-^ro the two sets of ECC symbols are not the same ^f^^''^ ^'"^"J^^^^^^ 
one or more erroneous symbols. Tt»e system then performs error correction for each column containing 

" ^"l\h^ CRC points out as erroneous betwe n one and n CRC code words the system simultaneously 
aolvee a set of n equations bas«d on the remainder symbols. ^^^0 .REM, REM, and the s^^^^^^^ 
vertical locations of the erroneous code words- The system uses matrices manipulated by Qalois Field 
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operations to solve these equations. The solutions aro the error values corresponding to the column 

symbols In the location^ corresponding to the erroneous code words. 

If the CRC code indicates th*t n + 1 or more cod© word contain errors, the system corrects the errors 

by assuming there are n or fewer actual errors per column and using one of several correction procedures. 
5 It then uses the CRC code to determine whether all the errors in the data code words have been corrected. 

If the CRC detects further errors either the system repeats the entire error correction procedure until th© 

CRC code indicates that all the errors are corrected, or the system labels tho data uncorrectable. 

One procedure for correcting the n + 1 errors Is to assume that there Is only one erroneous symbol, with 

an unknown location, in any particular column. The errors can then be corrected using a mechanism for 
to correcting single errors with unknown locations. The system does not know In which of the many possible 

error locations the one erroneous symbol resides, and thus, the location of the error Is considered unknown. 
First, the system examines the remainder symbols REMg. REMi..., REMn for a particular column. If all 

ot the remainder symbols are ZEROS, it Indicates that the column data is error^free and no error correction 

is required, if only one of the remainder symbols, for example, REM|. is non-zero, it Indicates that the 
ts ' symbol In column location i is erroneous. The error value conesponding to this symbol is REM, and thus 

the en'or Is corrected by adding REMi to that symbol. 

If more than two remainder symbols are non-zero the system uses the remainder symbols to initialize n 

shift registers of a cyclic shifter. The shifter cyclically shifts the symbols in a column backwards by dividing 

the remainder symbols by the reciprocal of the Reed-Solomon generator polynomial used to encode the 
20 data. Due to the cyclic property of the Reed-Solomon code tho error values required to correct the errors In 

the column are not affected* 

The shifting mechanism shifts the column symbols until the contents of registers 1, 2, ... . (n-l) are all 

ZEROS and the resulting symbol in the n*"" register is non-zero. If the shifter shifts the symbols a total of L 

times the symbol in COlumrt location n + L Is erroneous and the n"* register contains the con-esponding error 
25 value. If after the shifter is shifted b times, that is. one shift for each symbol location in a column, an error 

location Is not found error correction for that particular column fells. The system then goes on to correct the 

errors in the next column. 

Once error correction has been attempted for each of the columns the system again examines the 
group of code words for errors using the CRC code. If there are further errors the system corrects them, if 
30 possible, by using an error correction procedure designed for the number of remaining errors. 

Other aspects of the invention are defined in the accompanying claims to which reference Is now made. 
The Invention also extends to a method for storing data using a storage medium, including encoding a 
dats^stream as defined in the claims and StorirtQ IM encoded data by means of th© storage medium. 

The invention further extends to a method of retrieving data stored by means of a storage medium, 
05 including retrieving encoded data stored by means of the storage medium and correcting errors according 
to the method defined in the claims. 

The Invention also further extends to a system for storing data Including a data encoding system as 
defined in the claims and means tor storing the encoded data using the storage medium. 

A more complete understanding of the invention may be had by referring to the following description of 
40 preferred embodiments, given by way of example only, to be understood In conjunction with the accom- 
panying drawings, In which: 

Figure 1 is a view of a magnetic tape recorded in accordance with a preferred embodiment, 
Figure 2 depicts a Reed*Solomon code encoder; 
Figure 3 Illustrates a matrix M used in error correction; 
4$ Figure 4 depicts a cyclic shifter; and 

Figure 5 is a view of various error configurations. 

The mathematical operations involving Reed-Solomon code ECC redundancy symbols are performed 
using Qalois Field addition, multiplication and/or division. Galois Field addition is performed by exclusive 
Or'ing (XOR) the code symbols bit-by-bit. Galois Field multiplication, represented by the sumbol Is 

50 modulo p(x). where p(x) is a primitive polynomial which charecterlzBS the Gelols Field. 

Rgure 1 illustrates a group 6 of b code words 4. where b = 20 in the preferred embodiment. The code 
words 4. oriented horizontally, contain d data or information symbols and c associated redundancy bits. The 
generation of the c redundancy bite is discussed below. The code words 4 are vertically aligned such that 
the corresponding symbols in each of the code words 4 form a series of one-symbol wide columns. 

66 The c bits In each code word 4 are generated by encoding the code word data or Information symbols 
using a cyclic redundancy check (CRC) code which Is well suited to detecting long burst errors. The c CRC 
redundancy bits are appended to the associated data or Information symbols to form a CRC code word. 
The code words numbered 5 - 20 In Figure 1 contain data symbols and c CRC redundancy bits. The code 
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word numbered 1 -4 contain d Information symbols and c CRC redundancy bits. In the preferred 
embodiment d = 2 kilobytes and c - 64 bits. The CRC cods encoding Is discussed In more detail below. 

The d Information symbols in each of the cod© words 1 - 4 are Reed-Solomon error correction code 
(ECC) redundancy symbols. The ECC redundancy symbols are generated by encoding each of the 
columns containing data symbols; the coJumns containing CRC bits are not encoded. The ECC redundancy 
symbols recorded In a particular column, that Is. the symbols In code words 0 - 4 of a column containing 
data symbols, correspond to the data symbols in that column. Thus each of these columns forms a code 
word of the Reed- Solomon code. ... j j 

The d ECC redundancy symbols In each of the code words 1 - 4 are then encoded using the CRC 
code The c CRC redundancy bits generated by this encoding are appended to the ECC redundancy 
symbols to form ECC code words, that is. code words In the CRC code. Accordingly, errors in the stored 
ECC redundancy symbols can be detected. Each column containing CRC bits fomis a Reed-Solomon code 
word. also, because both the Reed Solomon code and the CRC code are linear codes.. ^„ 

To generate the CRC bits. ar» encoder (not shown) encodes the appropriate data or ECC redundancy 
symbols using a cyclic redundancy check code characterized by the following degree sbrty-four binary 
generator polynomial g(x> presented as an octal vedon 
g(x) = (3)'(3ni00003r(102043r(1l0013)'(1S80S13) 
or 

Q{x) = 2413607036565172433223 , . , . 

where the vector components ar© the binary coefficients of the terms of the polynomial representng from 
left-to-right the coefficients of the highest-to-iowest degree terms. The CRC encoder, which is of conven- 
tlonal design, encodes in a conventional manner the data or information symbols using this CRC generator 
polynomial. The data may also be encoded using the reciprocal of g(x), g'(x) (in octal form): 
g'(x) = (3)'(3)'0 40001 )'(1142041)"(1 5001 1)"(1 51 2073) 
is or 

g'(x) • 3113305362565703417205. 

The length of the CRC code Is shortened from its natural length of over 8 billion bits to slightly over 
17 000 bits The shortened code is a powerful code which is capable of detecting with certainty In the 
17000 bits of data a single burst error of up to 64 bits In length. The code further detects with certainty 
double burst errors of up to 28 bits each. The Hamming distance of the code is at least eight, thus the code 
detects up to seven independent errors in any location, i.e.. seven random erroneous bits as opposed to 

''"'^^The shortened code actually detects 28-bit double burst errors In 17,907 bits of data. Thus a block may 
contain 2 kilobytes of actual data and up to 1523 bits of appended control information. 

As set forth ebove. the columns of data in a group are encoded for error correction purposes using a 
Reed-Solomon code. The code encodes the data over a Galois Field GF(2») which is charactenzed by a 
primitive polynomial p(x) represented by the octal vector p(x) = 455. which In binary form is: 

The* partiaJar*Reed-Solomon code used to encode the data columns is specified by the generator 

40 polynomial G(x): , , . t 

efx) = (X + ««) • (X + a') Mx + «2) • (X + «3) - X* + a"x3 + «2"x2 + a"X + a« 

Where a is the primitive element of the Qalois Field. The data is encoded over Galois Field OF (2») in the 
preferred Bmbodiment because the elements of the field are 8-blt symbols, or bytes, and most computer 
hardware is set up to handle data organized in bytes. „ . ■ w 

Figure 2 depicts an encoder 10 for encoding the column data symbols. The encoder 10 includes a set 
of 8-bit registers 16. 18, 20 and 22 that are cleared prior to the encoding operation. The contents of the 
registers are applied to exclusive OR circuits (XOR's) ii. 12, 13 and 14. respectively. The Input to the 
encoder is applied to the XOR 14 in byte serial, bit parallel fashion over eight input lines. 

During the input operation a switch 32 is In position so that the output of the XOR 14 Is applied to 
Galois field multipliers 24. 26. 28 and 30. The outputs of multipliers 26 28 and 30 are applied to XOR S 11. 
12 and 13. respectively, and the output of multiplier 24 is applied to the register 16. The Qalois Field 
multipliers 24-30 multiply their Inputs by the factors ««. «». and «" respectively. 

Accordingly, as each input byte is applied to the encoder 10. It Is summed blt-by-bit (modulo 2) with 
the contents of the register 22. The sum is then simultaneously multiplied (modulo p(x)) by Qalois field 
S5 multipliers 24-30 which contain the coefficients of all but the highest power of x in G(x). The respective 
products of the byte and the coefficients are then added (modulo 2) to the contents of the registers 18-22. 

After all of the data bytes in a particular column have been applied to the encoder 10. the encoder 
switch 32 Is placed in posWon 2 and the contents of registers 16-22 er unloaded as the ECC redundancy 



3S 



<5 



■50 



5' 

BNSDCCID:<EP._CM07101A2 I > 



EP 0 407 101 A2 



symbols. Ra, R2, Ri, Ro, respectively, by shifting their contents to the left. It will be noted that during the 
shifting operation with the switch 32 In position 2. the vertical Inputs of the XOR's pass the contents of the 
registers 22-26 without modifying them. 

encoders of this type are well known In the art. 
5 The encoding system formulates a complete group by aligning beneath the appropriate column data 
symbols, in code words 1*4, the BCC redundancy symbols. Thus code word 4 contains the Ra redundancy 
symbols, code word 3 contains R2 redundancy symbols, et cetora, A complete column, that is, the 
corresponding data symbols and the associated ECC redundancy symbols In code words 1*20, form a 
Reed-Solomon code word. 

to A processor (not shown) writes the code words to the tape. It will be understood by those skilled In th© 
art that the processor may write the code words In any format, for example, it may write them as a string of 
bits with one code word following another. Thereafter, when the code words are retrieved from the tape, the 
processor re-assembles the group 6. 

When a user requests data from the tape the processor retrieves from the tape the code words 4 

*5 (Rgure 1) containing the requested dela symbols and any other code words require to re-asssmble the 
group e. An error correction processor (not shown) then determines if there are errors in any of the code 
words 4 in the group 8 by decoding each of them using the component CRC bits. If the CRC code does not 
detect any errors the error correction processor forwards the require data to the requesting user. If the CRC 
code detects errors It points out the erroneous code words, and thus, the locations of the errors. 

20 Accordingly, the error correction processor performs ©nror correction as appropriate, to correct the symbols 
In these code words. 

If all the errors are located in code words 1-4. that is the ECC code words, the data Is assumed ©rror- 
fre© and the error correction processor immediately fon^^ards the data to the requesting user. However, if 
errors are detected in the code words containing data symbols, the error correction processor corrects the 

S9 errors (if possible) using the ECC redundancy symbols. To correct the errors the error correction processor 
selects an appropriate error correction routine based on the number and location of the detected errors. 

If the CRC bits Indicate that only one CRC code word is erroneous, for example, code word bi, the 
processor corrects the erroneous data symbols In that code word using a procedure that Is speoifioally 
designed for correcting single errors with known locations. For a given column containing data symbols the 

so column either is error-free or it contains one erroneous symbol, the symbol in the column location 
corresponding to code word b|. 

The error correction processor does not, at this point determine if a particular column contains an 
di'i'oneous symbol, instead, it attempts to correct the symbol In location bl In every column. Thus, for every 
column, the error correction processor generates an error value corresponding to the symbol in location bl. 

S5 It then corrects the symbol by combining it with, i.e., adding it to» the generated error value. The generated 
error value for a symbol which is not In error Is ZERO. Thus adding this error value to the symbol does not 
change It. Alternatively, the error correction processor could calculate the error values only for columns 
containing data symbols and ignore the columns containing CRC symbols. 

To generate an error value for a potentially erroneous symbol in location b| the processor adds 

40 together, using Gatols Field addition, all the symbols in a column. This sum is the error value associated 
with the data symbol in location b|. Thus the error correction processor adds the sum to the erroneous 
symbol to correct it. The same result is achieved by adding together all the symbols in the column except 
the Symbol in location b|. This sum Is the corrected data symbol. Thus this sum replaces the symbol In 
location b| in the data transmitted to the user. 

4S This single-error correction procedure is possible only with Reed-Solomon codes which have (X + 
as a factor of their generator polynomials. Having this term as a factor means that the generator polynomial, 
which Is a degree four polynomial, may have more than two distinct terms with non-zero coefficients. Thus 
an associated encoder 10 will most likely Include more than two distinct Galois Field multipliers. This may 
result in an encoder which is not the simplest on© for encoding data for single*error correction. However, 

50 ths ease of correcting errors contained in a single CRC code word using such a Reed-Solomon code 
outweighs the increased complexity of the encoder. 

If the CRC bits indicate that more that one code word contains erroneous symbols, for example, two 
code words, the processor corrects the errors using an error correction procedure designed to correct 
between* on© and four Btrors with knob locations. First, the error location processor determines which 

65 columns contain errors by calculating a remainder for each column. The remainder for a particular column 
is calculated by; (I) needing the retrieved column data symbols using encoder 10 to generate new ECC 
redundancy symbols corresponding to the retrieved data symbols; and (ii) comparing these new ECC 
redundancy symbols with the retrieved ECC redundancy symbols. 
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The two sets of ECC symbols are compered by XOR'ing bIt-by-bit the corresponding symbols. The 
resulting symbols are the remainder symbols REMc REM,. REM^. arid R6M3. If the remainder symbols 
are all ZEROS the two sets of ECC symbols are the same and the data column Is assumed error-free. If 
one or more of the remainder symbols are non-zero the column contains errors. 

To calculate the error values for the columns containing errors, that is. the colurnns with non-zero 
remainders, the error correction processor solves for each ot these columns set of four simultaneous 
eouatlons. Each of these equations involves a different column remamder symbol. 

In order to formulate the equations the processor generates a matrix M with rows correspondino to X 
modulo Q(x). whe>e e is th?> symbol location associated with" a' given matrix row and G(x) Is the Reed- 
Solomon code generator polynomial. The rows of matrix M can be thought of as vectors with componente 
corresponding to coefflolenta of 00. X«. X«. X»). Thus, for example, the matrix M row correspondmg to y? is 
0 0.0. 0) while the matrix row corresponding to X* Is <X",>^*^X ,X). ^ , ^. 

The error correction processor may generate the rows of the matrix using encoder 10 es follows. 
First, the processor initializes encoder registers 16, 18. 20 and 22 to the values 0.0.0.1. respectively. The 
registers then contain the elements of the matrix row corresponding to X°, The processor next cyctes 1 e 
clocks, the encoder 10 once with switch 32 in position 1 to generate In the registers ih9 e emenis of the 
second row (I.e. x') of the matrix M. The processor clocks the encoder a total of 18 times with sv.' ch 32 In 
position 1 and uses the contents of the registers 16. 18. 20 and 22 generated by each encoder cycle as he 
rows X^ through X" of the matrix M. This matrix is then stored for use in the "^S"""® 3 ^^P^*® 

Smpiete matrix M in both octal and binary forms. It will be understood by those skilled In the art that the 
matrix is generated only once and used thereafter for all error correction. ki.s^^* a « 

The error value equations for a particular column with detected errors, for example, in blocks 4 and 6. 

are: 

REMs = Y(d»)M7 + Y(es)*134 
SB REMj = Y(e«)'66 + YCeO"? 
REMi = Y(e4> • 170 + Y(bO * 277 

2h^e Y(Io'and°Y(e6Mre the error values for the column symbols In column locations 4 and 6. 
respectively, and the coefficients of the Y(eO and Y(es) temis are the elements of matrix M rows X and X^ 
respectively, such that the equation for REMs has as coefficients the fourth column e ements of rnatr x M 
rows X' and X«. the equation for REMj has as coefficients the third column elements of the rows, et cetera. 
The error correction processor could now solve any two of these equations to determine the error values. 
Howew' STocessVuses all four equations and the procedure set forth below to determine the error 
values for 2, 3 or 4 detected errors. , ^ , , 

Next to solve the equations the error correction processor formulates for each column contalnUig errors 
a matrix m'. The matrix M' has rows corresponding to each of the code v/orde ^^^^^^^^^f.^^^^^ 
errors and a bottom row containing as olements the column remainder symbols REMo jew,, REMa and 
REM3. In the example there are two, code..word8 conteining, errors, namely, code words 4 and 6. and thus 
rows 1 and 2 of matrix m' are the same as rows and of matrix M. The third row of matrix M <8 the 
column remainder REMo. REMi. REMz and REMa. In this particular example the column remainder is an 
octal vector 176. 47, 211, 123. Thus matrix M In octal form is: 



10 



75 



20 



30 



36 



40 



46 









—I 


17 


66 


170 


100 1 


134 


7 


277 


345 1 


123 


211 


47 


17 5 1 



so 



The error correction processor next manipulates the matrix M using column operations to reduce .Ho a 
matrix m' which has as elements of the first two columns of the first two rows a 2x2 Identity matrix and has 
" as the remaining elements of rows 1 and 2 only ZEROS. In this example, matrix M is: 
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If the CRC indicates 3 errors, the corresponding matrix M has 4 rows and it reduces to a nnetrix M 
containing a 3x3 Identity matrix In the first three columns of the first thr© rows and has only ZEROS as the 
remaining elements of rows 1-3. 

The two column operations performed In reducing matrix M are: (1) a*[column I] b*[column J] to 
replace column i, whare "a" is non-zero element of QF(2") and "b" Is any element of GF(2^), and (2) 
Interchanging two columns. 

When the matrix m" is In this reduced form the last row of the matrix contains the error values 
associated with the data or ECC redundancy $ymbois in the erroneous code words. Thus the matrix 
element in the first column, 355, is the error value associated with the ECC redundancy symbol in code 
word 4 and the element In the second column, 135, is the error value associated with the data symbol in 
code word 6. The elements in the two matrix columns which do not con'espond to error locations, columns 
3 and 4, should be ZEROS. Otherwise, an uncorrectable error condition exists and the calculated error 
values are rejected. 

if only one of the detected errors Is in a data code word and each of tiie other detected errors are In the 
ECC code words the matrix M corresponding to the detected errors may be used directly to calculate the 
error value of tho erroneous data symbol. Thus the matrix need not t>e reduced. If, for example, the errors 
are detected in ECC code words 0 and 3 an data code word 5. and the remainder symbols for a given 
column are 321 , 335. 360 and 375t the matrix Wi* is: 
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40 

The matrix m' has In Its first two rows, that Is^ the rows corresponding to the ECC code words, only 
ONES and ZEROS. Thus the matrix is already In a reduced form, though not in the reduced form discussed 
above. The error value corresponding to the code word 5 data symbol Is calculated using this matrix m' by 
^6 dividing the element In the last row of either matrix column 1 or column 2. that is, either of the columns 
having ZEROS in rows 1 end 2, by the element in row 3 of the same matrix column. Thus the error value 
for the code word 5 data symbol. In octal form, Is: . 
360/127 - 335/322 = 115 

An alternative error correction procedure for correcting double data-symbol errors with known locations 
so utiiiz s the cyclio property of Reed-Solomon codes to '*shift" one of the errors Into an ECC symbol location. 
Thus the symbols are cyclically shifted backwards by some number of locations without altering the enror 
values associated with the symbols. 

After the shift the error correction processor calculates the error value associated with the symbol which 
Is still in a data symbol location using the procedure set forth above for a single data-symbol error. The 
55 processor then calculates the error value corresponding to the remaining erroneous symbol using the single 
error with Icnown location procedure set forth above, that is, by adding together all the symbols in the 
column Including the corrected data symbol. 

Referring now to Figure 4, in order to cyclically shift the symbols in a column backwards the error 
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correction processor uses a cyclic ehifter 40. which is a linear shift register set up to multiply the symbols 
in reolsters 44. 48. 4fl. 50 by the reciprocal ot Q(x). Thus Gftlols Field multipliers 52-58 contain the 
coefficients of the terms of the reciprocal of 0(x). For example. muJtiplier 52 multipHes terms by aj'/a^. 
which Is the coefficient of the X' term of G(x) divided by the coeffl'^ient of the X» ^^l"*^^^]:!^ 
mulHpiicands of multipliers 54-58 are the X^, X3. and X* coefficients of G{x) divided by the X° coefficient 
(the coefficient of the X4 term is i . which In GF{2«) is the same as 

To shift a particular column the error correction processor loads the column remainder symbols HEIVlo. 
REivi, FfEWVahd REWs into registers 44. 46;'46-. S0. tespecxiveiy. It then shifts the-cyciic -shifter 40 L Umes- 
until the location of only one of the errors corresponds to a data symbol and tl^e location of the other error 
corresponds to an ECC symbol. Thus the error locations are shifted from locations ei and es to locations 

^' '""The" error correction processor then uses the symbols in the registers 44, 48. 48. 50 the column 
remainder symbols in formulating matrix m'. The first two rows of matrix M correspond to the column 
locations e,-L and e^-L and the third row corresponds to the shifted remainder symbols. The processor 
then calculates the error value for the data symbol by dividing the appropriate elements of rows 2 and 3 of 
matrix Wl'. The processor corrects the symbol by adding to it the calculated error value. 

To calculate the error value for the remaining error, that is. the symbol in location ej. the processor 
adds together the column symbols, including the corrected symbol in location ei. The processor then 
corrects the symbol In location ej by adding to it the calculated error value. „ 
If more than four errors are detected the error correction processor corrects them by first correcting a 
predetermined number of errors, f. and repeating the erro correction Procedure for any remaining errors 
Figure 5 depicts several configurations of five or more erroneous code words. The "X-s denote erroneous 
symbols. Configuration 1. for example, depicts code words with enrors occurring such that each column 
contains at most one error. Thus the sr-fors can be corrected using single-error correction echnlques. 
Similarly configuration 2 has at most two errors per column and the errors can be corrected using double- 
error correction techniques, and so forth. The system does not have any '"©^^"'^'^ jjlf 
determining exactly how the errors In the five or more erroneous code words are distnbuted. however. 
Therefore special error correc procedures must be used the correct the errors. One such error correction 
procedure calculates the error values associated with a particular number of errors, v, w.th known ocatlons 
30 and a Single error with an unknown location. Thus the error correction processor selects v £^«t«ct6d €irror 
locations and uses the matrix M rows associated with these locations, along with the column 'e"»ainder 
symbols, to solve for the single unlcnown error location. After finding the unknown location the processor 
corrects the v + 1 errors using the procedure for v + 1 errors with known locations. The value o v may be 
either ONE or TWO. The location of the single error Is unknown because the system does not know the 
36 exact location of the erroneous symbol in a particular column. It knows only that the error is m one of the 

remaining locations indicated by the CRC code. ^ „ .u k i« * r.«i.,mn 

Tb« remainder associated., with, a, column is. a linear combination of all the symbols in a column, 
including the erroneous symbols. Thus equations, for example, for two errors with known locations and a 
single error with an unknown location are: 
40 REM3 - YCEvO-Xa'' + Y(Evi)-X3^ + Y(Eu)"X3" 
REMz = Y{Ev,)'X4'" ♦ Y(Ev4)'X2^« + Y(Eu)'X2" 
REM, " Y(Ev,)'X,*J + V(ev2);X,v2 + Y(Eu)^^ 

wheJe Y(E^ns^th? error Hafue! ^scalar, associated with the error In location i and X,' is the f element of row 
49 i of Matrix M (Figure 2). These equations can be re-written: 

Xa" - I1/Y(Eu)rREIVl3 + [Y(Ev,)/Y(Eu)l*X3*' + [Y(Ev2)/Y(Eu)rX3^^ 

X2" = t1A'(Eu)rREMj + [Y(Ev,)/Y(Eu)]-X2*' + tY(Ev2yY(eu)rX2''; 

X," = [1/Y(Eu)rREM, + (Y(Ev,)/Y(Eo)rX,«' + [Y(Ev2VY(Eu)]-X, 

Xo" - [1/Y(Eu)rREMo + lY(EvO'Y(Eu)]'Xo^' + IY{Ev2)/Y(Eu)rXo« 
so or more generally; 

X" ■ A "REM + Ai*X^' + AiOC^ 

where the Ak's are scalar coefficients. Thus the vector X" corresponding to the unknown error location is a 
linear combination of (1) the column remainder symbol vector H£M^. and {2) the two rows or vectors of 
matrix M corresponding to the two known error locations, namely. X^' and . 
66 To solve for the unknown error location, that Is. determine which row or vector of matrix M can be 
expressed as a linear combination of the remainder symbols and the error location vectors, the error 
correction processor formulates a matrix m' following the procedures s t forth above. ^8 an exarnple le 
v-2 Thr etrer- correction processor formuiate8-av3x4 matrlx^M. corresponding to tbe.lwo,selected,.error.. 
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locations and the column remainder symbols. The error correction processor then reduces metrix M using 
only row operations to a matrix m" which includes within It a (v+1)x(v + 1) Identity matrix. By using only row 
operations the error correction processor preserves the relationships between matrix colunnns and thus 
preserves the relationships between the various vectors. 

In this example the reduced matrix m" includes a 3x3 identity matrix. It may take any of the following 
forms: 



: f— — I r"^ — I r ■ r-^ ~i 

Uj 0 0 1 1 lO a, 0 1| |0 0 l| |0 0 1 

lb, 0 1 0 |or|0 1 0|or|0 1 b, 0|or |0 1 0 bj 

1 0 0 I )l 0 Ol |1 0 0| jl 0 0 cj 

!_ —J L. -I I . ^ _l 

The two row Operations performed In reducing matrix m' to matrix m" are: (1) a*[row I] + blrow j] to 
replace row I, where "a" is any non-zero element of Qf(2^) and "b** Is any element of GF{28), and (2) 
interchanging two rows. 

Next, the error correction processor determines If a row of the large matrix M (Figure 2) can be 
expressed as a linear combination of the rows of the matrix m" by first creating a new matrix N which is the 
matrix M" with the vector appended as a new last row. Thus the last row of metrtx N has elements sja, 
sj2, sji and sjo. The error correction processor then rotates (v=^l) or permutates (vs2) the columns of 
matrix N until the included Identity matrix Is located in the upper-right comer. Thus matrix N Is of the form: 

f- -1 

la,' 0 0 I I 

. Ibj' 0 1 0 I 

Icj' 1 0 0 I 

-J 



40 xh© error con-ection processor then tests If the row X^ is a linear combination of the matrix m" rows by 
substituting the appropriate elements of the permutated matrix N into the following equation: 
sia' aj'^slo' + bs'^sj/ + CsSfc' 

if the equation is satisfied Xl Is the unknown en^or location. Othenvise, the error location processor 
repeats the procedure for the matrix M rows X^^\ X^*^... X^*^^ in which en'ors are detected until the location 
of the error Is found or ail the possible error locations have been tried. 

If the error correction processor is attempting to find the unknown error location using only one known 
error location, i.e., v=l, the equation Into which the elements of the rotated matrix N are substituted Is one 
of the following: 
sh] « aaSjo' + bzSji' 
sJa' = ag'*Sjo' + ba'^sji' 

In this case there Is a redundant equation and the calculated error location can be checked by 
substituting the appropriate matrix N elements Into the second equation. 

After error correction has been tried for all of the group B (Figure 1) columns containing data symbols 
the error correction processor again examines blocks 5 - 20 for any remaining errors using the CRC code. If 
all the errors have been corrected the processor transfers the error-free data to the requesting user. If all 
the errors have not been corrected the processor corrects them, if possible, using an en-or correction 
procedure which Is appropriate for the number and location of the remaining errors. 

Error correction for a particular column falls If none of the rows of matrix can be expressed as a 
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linear combination of the rows of the associated matrix M . The system may then ignore this column and go 
on to correct the errors in the other columns. Thereafter, when all the columns which are correctable have 
been corrected and the error correction processor checks the code words lor remaining errors using the 
CRC bits, error correction continues only If the number of code words now containing errors is smaller than 
the number containing errors before error correction. Otherwise, the processor labels the data uncorrec- 

An alternate method of correcting five or more errors has the error correction processor first correcting 
the columns containing single errors using a procedure for correcting single errors with unknown locations 
and then correcting any remaining errors using a procedure designed for the number and the locations of 
the errors. Presumably, by correcting the columns with single ernsre, the number of code words containing 
the remaining errors is reduced to four or below. In this way. one of the procedures for correcting errors 
with known locations can be used to complete the error correction. 

To con-ect a single error In a particular column the system first examines the column remainder 
symbols. H all the remainder symbols are ZEROS there are no errors in the column and thus no error 
correction is required. If there Is only one non- zero remainder symbol, for example, REMo, the error is in 
column location 3 and the remainder symbol is the associated error value. If only two of the remainder 
symbols REM, and REMi are non-zero it means that the particular column contains Wvo errors instead of 
one. The two errors are in the locations corresponding to the remainder symbols, namely, column locatons 
1 and 3. end the remainder symbols are the corresponding error values. u > 

If more than two remainder symbols are non-zero the processor loads the remainder symbols m the 
registers 44. 46. 48. and 50 of cyclic shifter 40 (Figure 4) and clocks the shifter until the syrnbol In register 
50 is non-zero and the symbols in registers 44. 46. 48 are all ZEROS. If the shifter Is clocked K times to 
produce this result the column symbol in location K+3 Is in error and the symbol in register 50 Is the error 
value associated with that symbol. If. after b cycles, an error location not found, it Indicates that the column 
contains more than one error. The processor then ignores this column and goes on to the next one. The 
processor performs this single error correction procedure for each column and then teste the group 6 
(Figure 1) for any remaining errors using the CRC code. If errors remain in the code words containing data 
symbols the system uses another procedure, as appropriate, to correct them. , u ^, 

The cyclic shifter 40 may be used to correct double errors with unknown locations, also. However, 
before the shifter Is loaded the column remainder symbols are examined as set forth above to determine if 
only one or two remainder symbols are non- zero. If this is the case, the errors are located in the locat ons 
corresponding to the non-zero remainder symbols and the remainder symbols are the error values 
corresponding to the symbols in these locations. ^^-^^^^ 
If more than two remainder symbols are non-zero, the error correction processor loads the remainder 
symbols Into registers 44. 46. 43. 50 of the cyclic shifter 40. The error correction processor then examines 
the contents of the registers to determine if the symbols in registers 46. 48. and 50 are proportional o he 
last three elements- of a row Xl of the. large matrix. M (Rgure 2). namely, elements sj,. Sjs. sji- Thue the 
error correction processor determines If: 
REMs » Uj* sjj 
40 REMa = Ul'sfe 

^^^f theses conditins are satisfied for a particular row Xl the errors are at location 0 and location 0 + ]. and 
the corresponding error values are Uj-sjo + REMo and U]. respectively. If these conditions are not sa isf^ed 
for any of the matrix M rows the error correction processor clocks the cyclic shifter 40 to Produce n the 
46 reglstere 44. 46. 48. 50 new remainder symbole REMo'. REM/, REM, and REMs . The processor then 
determines if these new remainder symbols satisfy the conditions set forth above. The procedure is 

repeated 19 times, once for each potential error location, if necessary. 

It will be uhderstood by those skilled in the art that it is unlikely for a group 6 (Figure 1) to contain more 
than 4 erroneous blocks in a well designed system. Thus error correction procedures for 5 or more code 
words are rarely used. Accordingly, a system which Includes procedures for correcting "P ^ to"' code 
words with errors end labels groups containing 5 or more code words with errors as uncorrectable does not 
degrade significantly the system performance. , ^ ^ ^ ^v,^r 

Th error correction codes and the error correction procedures set forth above reduce the number of 
undetectable and/or uncorrectable errors in deta recorded on magnetic tape to a level which Is comparable 
to the level achieved with data r corded on magnetic disks. The powerful CRC code used to encode the 
data*ter error detection detects longer burst errors then prior art CRC codes. Thus these errors, whlc^i are 
one of the most common types of errors for tapes, are more accurately detected. 

ComWninff the- powerful detection capabilities of the- CRC code- with a. ReedrSoiemon code which 
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quickly corrects errors with known locations rasuKs in a fast error corrocilon scheme. Thu9 the transfer rete 
of the data Is high. The particular Road- Solomon code Is particularly well suited for correcting single 
(column) errors with known iocQtlons. The single error correction is so fast that the error correction 
processor attempts to correct each column rather than detemiine first which columns contain errors. 

5 Accordingly, the length of an error, that is, the burst length, does not affect the time it takes the processor 
to correct the errors, and long burst errors are corrected as quickly as shorter errors. 

The foregoing description has been limited to various embodiments of thia Invention, it will be apparent, 
however, that further variations and modifications may be made to the invention, with the attainment of 
some or all of the advantages of the invention. Therefore, it is the object of the appended claims to cover all 

70 such variations and modifications as come within the scope of the invention. 



Claims 

75 1 . A system for encoding data and recording it by means of storage medium while detecting and correcting 
errors, characterized by: 

A. a first encoder for encoding a stream of d data symbols to generate error detection redundancy 
symbols, the encoder using a cyclic redundancy code having as a generator polynomial g(y) (In octal 
form): 

20 g(x) = (3n3ni00003)*(102043)*(1100l3)'(16e0513) 
or 

g(x) - 2413607036665172433223 

where the vector components are the binary coefficients of the terms of the polynomial representing 
from left-to*right the coefficients of the highest-to-lowest degree terms, the generated redundancy 
29 symbols being appended to the data symbols to form a series of CRC code words; 

B. a second encoder for encoding,using an error correction code, a predetermined number, h, of data 
symbols from h CRC code words to generate error con-ection redundancy symbols, the h data symbols 
and the associated error correction redundancy symbols forming error correction code words; and 

recording means for recording by applying to the storage medium the h CRC code words and the 
50 associated error conrection redundancy symbols. 

2. The encoding and recording system of claim 1, wherein: 

A. the first encoder further encodes the corresponding error correction redundancy symbols In a 
predetermined number of error correction code words to generate CRC redundancy symbols and form 
CRC code words; and 
as B. the recording means further records the generated CRC cod© words. 

3. The encoding and recording system of claim 1 or 2, wherein the second encoder encodes the data 
symbols using a Reed-Solomon cod© having as a generator polynomial G(x): 

Q(X) - (X + a°) • (X + a') * (X + ^2) " (X + «3) « 5^4 + ^75^^ + ft^^Sx* + a^"X + ft* 

where a is the primitive element of the Gefols Field. represents Galois Field multiplication and ''x** 
40 represents Gaiols Retd addition. 

4. An error connection apparatus for correcting errors in data, the date being encoded for detection using a 
Cyclic Redundancy Check (CRC) code to form CRC redundancy bits, the redundancy bits and the data 
forming a CRC code word, and encoded for error correction using an error correction code to form error 
correction redundancy symbols, the error correction redundancy symbols and the data forming an error 

45 correction code word, the error correction apparatus being characterised by: 

A. a decoder for decoding the data using the CRC code to detect the locations of errors In the data: 

B. an error corrector responsive to the locations of the detected arrets for calculating error values for v 
detected en'ors, where v Is less than a predetermined maximum value, f. the error con-ector including: 

1. means for calculating a remainder for each error correction code word, 
60 2. means for simultaneously solving the equations, t XutY(ei> «■ REM^ wher Xik is the k*^ t rm of the 

vector X' modulo G{x), G(x) being the generator polynomial of the en-or correction cod© used to 
encode the data, and Y(ei) is the error value associated with thd Symbol In location I, the means 
Including: 

i. formulating means for formulating a matrix m' for each en'or correction code word with a non-* 
55 zero remainder, the matrix m' having: 

a. V rows corresponding to the detected error.the v rows having elements corresponding to a 
vector with components representing X* modulo Q(x) where e Is the location of a deteSed error 
and G(x) is the generator polynomial of the error correction code used to encode the data, and 
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b. a last row corresponding to the cod© word remainder, 
ii. means for manipulating tho matrix m' columns to form a matrix M having a v x v Identity matrix 
in the first v matrix columns of matrix rows 1-v and having ZEROS as the remaining elements of 
the matrix rows 1-v. and. 

5 lii. means for combining, by using the matrix M last row elements as the error values associated 

with the symbols in the detected error locations, the error values with the corresponding symbols. 

5. The error correction apparatus of claim 4, wherein the means for calculating a remainder Include: 

A. means for generating new error correction code redundancy symbols corresponding to the data; and 

B. means for adding, by using Galois Field addition, the new error correction code redundancy symbols 
10 to the error correction code redundancy symbols In the data, 

6. The error correction apparatus of claim 4 or 5. wherein the error corrector further includes means for 
calculating the error value for the only error in a location corresponding to a data symbol by dividing an 
element of matrix M row v by an element of matrix m' row (v-1), the elements being in a matrix M column 
containing only ZEROS In rows 1-(v-2). 

15 7. The error correction apparatus of claim 4. 6 or 6, wherein the error corrector further includes mear^s lor 
labeling cod© words with remainders equal to ZERO as error-free and refraining from performing further 
error correction on the symbols in these code words. 

8. The error correction apparatus of any of claims 4 to 7, wherein the apparatus further Includes means for 
determining the location of an error when there are more then f detected errors, the means including: 

20 A. means for selecting v error locations from the detected locations and supplying the selected locations 
to the formulating means, said formulating means formulating a matrix M' corresponding to the selected 
rowSf 

B. means for manlpulDtIng the rows of matrix m' to form a matrix M** having a v x v identity matrix in the 
first V rows: 

55 C. means for appending a vector X*, where e Is a vertical location of a detected error other than a 
selected location, to the matrix m" is a last row to form a matrix N; 

D, means for manipulating the columns of matrix N until the identity matrix contained therein Is located in 
the upper-right-hand corner of the matrix; and , . ^ 

6. means for determining if the appended row X® is a linear combination of the rows of matrix M . the 
90 means including: 

I. means for determining if the elements of the manipulated matrix N satisfy the conditions: 

sJo' - aa^'sio' + bsSj/ 

if the number of selected error locations IS 6ne» Or* the condition 
OS sja' - aa'^sjo' + ba'^sj/ + C^Sja' 

if the number of selected error locations is two. 

9. A method for encoding a stream of data symbols to allow detection of errors, the method using a cyclic 
redundancy code having as a generator polynomial g(x) (in octal form): 

g(x) = (3n3r(100003r(102043r(110013r(15e0613) 
40 or 

g(x) = 2413607036665172433223 

where the vector components are the binary coefficients of the terms of the polynomial representing from 
left-to-flght the coefficients of the highest-to-lowest degree terms. 

10. A method for encoding data and recording It using a storage medium, including the steps of: 

4$ A. encoding a stream of d data symbols to generate error detection redundancy symbols using a cyclic 
redundancy code having as a generator polynomial g(x) (in octal form): 
g(x) - (3)*(3)''000003r(102043)"(1l00l3)"(l560513) 
or .. 

g(x) => 2413607036565172433223 
SO where the vector components are the binary coefficients of the terms of the polynomial representing 
from left-to-right the coefficients of the highest-to-lowest degree terms, the generated redundancy 
symbols being appended to th data symbols to form a series of CRC code words; 

B. encoding using an error correction code a predetermined number, h, of data symbols from h CRC 
code woi'ds to generate error correction redundancy symbols, the data symbols and the corresportdiftfl 

5S error correction redundancy symbols forming an error correction code word; and 

C, recording by applying to the storag medium the h CRC code words and the esaociated error 
correction redundancy symbols. 

11. The encoding and recording method of claim 10, whor in the error detection encoding step and said 
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recording $tdp further Include the ^tepQ of: 

A, encoding the corresponding error correction redundancy symbols In a predetermined number of error 
correction code words to generate CRC redundancy symbols and form CRC code words; and 

B. recording the generated CRC code words. 

6 12. The encoding and recording method of claim 11, wherein the step of encoding the data for error 
correction further includes encoding the data symbols using a Reed-Solomon code having as a generator 
polynomial C(x): 

Q(X) ^ (X i- a^) * (X + «0 * (X + «2) • {X + aS) ^ xW cJ^X^ + X? + a^^x + ct^ 

where or Is the primitive element of the Galois Field, represents Galois Field multiplication and "x" 

70 represents Galois Field addition. 

13. A method of correcting errors In data, the data being encoded for detection using a CRC coded to form 
CRC redundancy bits, the redundancy bits and the data forming a CRC code word, and encoded for error 
correction using an error correction cod^a to form error correction redundancy symbols, the error correction 
redundancy Symbols and the data forming an error correction code word, the error correction method 

15 Including the steps of: 

A. decoding the data using the CRC code to detect the locations of errors In the data; 

B. correcting the errors in the delected locations provided that only v errors are detected, where v Is less 
than a predetermined maximum value, f, the error correcting step including the steps of: 

1. calculating a remainder for each error correction code word. 
20 2, simultaneously solving the equations, Z XiKY(ei) = REM^ where X|k is the k*** term of the vector X' 

modulo Q(x), Q(x) being the generator polynomial of tfie error correction code used to encode the 
data, and Y(ei) Is the error value associated with the symbol In location i. the solving step Including 
the steps of: 

i. formulating a matrix M for each error correction code word with a non-zero remainder, the matrix 
26 M having: 

a. V rows corresponding to the detected errors, the v rows having elements corresponding to a 
vector with components representing modulo G(x) where e Is the location Of a detected error 
and Q(x) is the generator polynomial of the error correction code used to encode the data, and 
b- a last row correspondinp to the code word remainder, 
^0 manipulating the matrix M columns to form a matrix m" having a v x v identify matrix in the first 

V matrix columns of matrtix rows 1-v end having ZEROS as the remaining elements of the matrix 

rows 1-v. and, 

ill. combining, by using the matrix last elements as the error values associated with the 
symbols in the detected error locations, the en^or values with the corresponding symbols. 
56 14, The method of correcting errors of claim 13, wherein the step of calculating a remainder Includes the 
steps of: 

A, generating new error correction code redundancy symbols corresponding to the data: and 

B. adding, by using Galois Field addition, the new error correction code redundancy symbols to the error 
correction code redundancy symbols in the data* 

40 15, The method of correcting errors of claim 13 or 14, wherein the method Includes the step of calculating 
the error value for the only error In a location corresponding to a data symbol by dividing an element of 
matrix M row v by an element of matrix m' row (v-1), the elements being In a matrix M' column containing 
only 2ER0S in rows 1-{v-2). 

16. The method of correcting errors of any of claims 13 to 15, wherein the method further includes the step 
45 of labeling code words with remainders equal to ZtHO as error-free and refraining from performing further 

error correction on the symbols In these code words. 

17. The method of correcting errors of any of claims 13 to 16, wherein the method further Includes, for 
determining the location of an error when there are more than f detected errors, the steps of: 

A. selecting v en-or locations from the detected locations and supplying the selected locations to the 
so formulating meane, th© formulating means formulating a matrix m' corresponding to the selected rows; 

B. manipulating th rows of matrix m' to form a matrix M* having a v x v identity matrix In the first v 
rows* 

C. appending a vector X». wher e is a location of a detected error other than a selected location, to the 
matrix M as a last row to form a matrix N; 

66 D. manipulating th columns of matrix N until the identity matrix contained therein Is located in the 
upper-right* hand corner of the matrix: and 

determining If the appended row X« is a linear combination of the rows of matrix m', by d termining if 
the elements of the manipulated matrix N satisfy the conditions: 
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If the number of selected error locations Is one, or the cortdltlon: 
3)3' - a^'^sjo' + b/'sj/ + C3SJ2 
5 If the number of selected error locations Is two. 

18. A data encoding system for encoding a stream of data syrr.boia to allow detection of errors, the system 
Including an encode which encodes data using a cyclic redundancy code having as a generator polynomial 
g'(x) (In octal form): 

g-{x) = (3n3)-(14000ir(114204ir(15001ir(15l2073) 
TO or 

g'(^) = 3113305362585703417206 

and ih© vector components are the binary coefficients of the terms Of the polynomial representing from left- 
to-right the coefficients of the hlghest-to-lowest degree terms. 

19. A method for encoding a stream of data symbols to allow detection of errors, the method using a cyclic 
16 redundancy code having as a generator polynomial g*(x). where g'M is (In octal form): 

g*(x) = (3)"(3)-(l4000l)*(1142041)ni50011)^15l2073) 
or 

g*(X) = 3113306362565703417205 

and the vector components are the binary coefficients of the terms 0I the polynomial representing from left- 
so to-right the coetflclents of the highest-to-lowest degree terms. 
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0 The invention is an error detection and correc- 
tion systenn which encodes data twice, once for error 
detection by using a cyclic redundancy check (CRC) 
code with a generator polynomial, g (x) [in octal 
form]: 

g(x) = 2413607036565172433223 



and a second time for error correction by using a 
Reed-Solomon error correction code. The system 
then uses the CRC code to check the data for errors. 
If errors are found the system uses the error location 
information supplied by the CRC code and the 
Reed-Solomon code to correct the errors. 
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